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1. TepMuHBL, ONIpeneNeHUs U COKpaIlEHHUS
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ABTOMaTI/Bl/lpOBaHHaﬂ CHCTEMa - CHCTEMA, COCTOAMIIas U3 IIepcoHala U KOMIIJIEKCa
CpEACTB aBTOMATH3allUH €ro OEATEIbHOCTH, peausyromas I/IH(bOpMaLII/IOHHYI-O
TCXHOJIOTHIO BBIIIOJIHCHMS YCTAaHOBJIIEHHBIX (I)}’HKI_II/II\/'I

3amMmaemMble MOMEINEHHs] - [OMeIleHHs (CoykeOHble KaOWHETHl, aKTOBBIE,
KOH(EpEeHU-3aIbl M T.JI.), CHENHANbHO INpeAHA3HAYEHHBIE [ IPOBENCHHUS
KOHQUICHIMATPHBIX MEpOIPUATHI (COBEIaHUH, OO6CYXICHHUIL, KOH(]epeH1uit,
IIEPETOBOPOB H T.II.)

KonTtposnpyemas 30Ha - IPOCTPAaHCTBO (TEPPUTOPHUS, 3NaHME, YACTh 3NAHHUS), B
KOTOPOM HCKITIOYEHO HEKOHTPOJIHUPYyEMOe IpeObIBaHHE COTPYIHHKOB M IOCETUTEIeH
OpraHM3allly, a TAKXKe TPAHCIIOPTHBIX, TEXHUYECKHUX U HHBIX MaTepUAbHBIX CPEICTB

HecankuuonupoBaHHbIil JoCTYn - HocTyn K HMHGOPMAIMM HIH ICHCTBHSA C
HH(OpMalKeH, HapyIIaolIie IPaBHia PasrPaHMYeHHs JOCTYNA C HCIIOIB30BaHHEM
IITAaTHBIX CPENCTB, NpenocraBasieMbx CBT unu AC

Cucrema 3amuThl HHYOPMALUH - COBOKYIIHOCTH OPraHOB M (HJTH) HCIIOJIHHTENE,
HCIIOJIB3yeMON HMH TEXHHKH 3alUThl HH()OPMAlHH, a TaKKe€ OOBEKTOB 3aIUTHI
MH(pOpMaluy, OpraHu3OBaHHAas K (YHKUHOHHDYIOIIAsS MO MpaBHIaM M HOpMaM,
YCTAHOBJICHHBIM  COOTBETCTBYIOLIMMH  JOKYMEHTaMH B  OOJAacTH  3allUTHI
HHpOpMaIHH

CriennasnbHplie TpeGOBAHHS H PEKOMEHIALHH 0 3AIHTe KOHMHICHIHAILHOI
HH(}OPMALHH — HOPMaTHBHO-METOAMYECKHI JOKYMEHT. YTBEP/KIEH IPHKA30M
['ocrexxomuccun Pocenn ot 30 asrycra 2002 r. Ne 282

Texuuueckas 3amuTa HHPOpMauuH - 3amuTa HHPOPMALIHH, 3AKTFOYAOIIAACS B
obecrevYeHnH HEKPUNITOrpahHIeCKHMH METOAAMHU Ge30TTaCHOCTH HH(bOPMALIHH
(ZaHHBIX), OATIEXKAITEH (OMLTEKAIIKX) 3AIIUTE B COOTBETCTBHH C JeHCTBYIOLIHM
3aKOHOJATENIBCTBOM, C IPUMEHEHHEM TEXHUYECKUX, IPOIrPAMMHBIX H IIPOrPAMMHO-
TEXHUYECKHUX CPEICTB



2. Obugue nonosxceHun

2.1. Hactosmee «IlonoxkeHwe O TMOpsAAKE OpraHW3alill M IPOBENEHHS paboT MO 3alluTe
yHGuIeHIManpHOH HHpopMmanuu» (nanee IlonoxeHne) onpenenseT CoaepKaHue, MOPsII0K OpraHu3alud 1
J0oBeleHHs paboT 10 TEXHHYECKOW 3ammre KOHQUACHIHaNbHOM HHQOpManuu Ha O00BEKTax
adopmatuzanuu [BJIOY merckuii cang Nel120» (nanee Opranuzamms).

2.2. [TomoxxeHue SBISIETCS DOKYMEHTOM, O0S3aTeNbHBIM Ul BBINOJIHEHHS BCEMH IOJDKHOCTHBIMHU
anavud OpraHu3aldu TIpU NPOBENCHHH paboT, TpeOYIOmMMX TEXHHYECKOH 3aIluThl KOH(QUIEHINATbHOU
gdopManyy, Ha IPOEKTHPYEMBIX (PEKOHCTPYHPYEMBIX) M IEeHCTBYIOIHX (HaXOAALIMXCSA B SKCILTyaTalliH)
dvekTax HHpopMaTuzanuu OpraHu3alyy.

2.3. K xonbunenumansaoi uHbopmanuu B [10710KeHHH OTHOCUTCS HHGOpMALMs OrpaHHYEHHOTO
OCTyIa, He COAeprKallasi CBEICHHUH, COCTABIISIOIINX TOCYyJapCTBEHHYIO TalHYy:

—  IepcoOHaJbHBIE MaHHBIE (HOCTYN K INEPCOHAIBHBIM HAaHHBIM JOJDKEH OBITh OrpaHHYEH B
potBercTBHH ¢ D3 «O mepcoHaTbHBIX HaHHBIXY - Ne 152-®3 ot 27.07.2006 r.);

— KOMMepyeckas TaiiHa (ZOocTym K HH(GOpPMAaIUH, COCTABIIAIOLIEH KOMMEPYECKYIO TalHy, MOKET
BITH OrpaHnueH o0anareneM uHpopmanuy B cooTBeTcTBUH ¢ D3 «O KOMMepUecKoi TaiHe» - Ne 98-D3 ot
9.07.2004 r.);

—  cnyxebHas uH(GOpPMAIMS OrPaHHYEHHOTO PACIpOCTpaHeHHs — HHGOpMalus, Kacarollascs
estenbHOCTH OpraHusalvi, OTpaHHYEeHHE Ha pACHpPOCTPaHEHHWE KOTOPOH BBI3BAHO CIy:KeOHOM
[00XOIMMOCTRIO (HOCTYII K CIIyKeOHOM HH(OpPMAIiK OrPaHHYHBACTCS B COOTBETCTBUH ¢ «IlookeHneM o
jopsiIKe OoOpalleHus Cco CiyxeOHOM nHbopMalueif OrpaHHYEHHOTO PAClpOCTPaHEHUS B (elepaibHbIX
)praHax MCIIOJHUTEIBHON BIIACTH», YTBEp)KICHHBIM IOCTaHOBIeHHeM IlpaButenbcTBa  Poccuiickoi
Peneparuu oT 3 HOstOps 1994 roma N 1233 (moxyMeHTEI ¢ HOMETKOH «J171s1 cIy’KeOHOro MOIE30BAHU).

2.4. COBOKYIIHOCTb CpPEICTB M CHCTeM 00paboTku wuHGOpMaLUH BMECTE C IOMELICHHAMHU
3MaHUSIMH, COOPYKEHHUSIMU ), B KOTOPBIX OHH YCTaHOBIEHBI, 00pa3yioT 00beKT HH(GOPMATH3ALHH.

2.5. PeueBast uHpOpMAIHS MMOUIEKHUT 3alIUTe HAa 00BbEeKTaX HMH(OpMAaTHU3alHK IpeIHA3HAYEHHBIX
U1 BeICHUS KOH(QUICHIIUATBHBIX IEPErOBOPOB — B 3aLIUINAEMBIX IIOMELIEHHUAX.

2.6. Ha o6BexTax HHpOpMaTH3aLUK, HCIOIB3YIOMUX 111 00paboTku MHGOpPMALUH TEXHHYECKHE
'peacTBa (CpeaCTBa BBIYHCIMTENIBHOM TEXHHUKH, CpPEACTBA M CHCTEMBl CBA3M M Iepelayd HaHHBIX,
HPa)XHPOBaHWs ITOKYMEHTOB) 3alllUTe IOMISKHT HH(popmauus, obOpabaTeiBaeMas TEXHHUYECKUMHU
:peacTBamMu, HH(opManus, 3adUKCHPOBaHHAs Ha CBEMHBIX HOCHTENIAX M Ha OyMaKHOM OCHOBE, a IIpH
7200X0IMMOCTH U HH(pOpMaLHs, NMpenCTaBIeHHas B BHAE WHGOPMATHBHBIX 3JIEKTPHUECKUX CUTHAJIOB U
DU3HYECKHX TOJIEH.

2.7. TlpaBoByto ocHoBy Ilomoxenus cocraBisstor Koserutymus Poccuiickot @enepanuu,
DenepanpHble 3aKk0HBI «O 6e3omacHocTHY, «O0 HHGOpMAIHMU, HHHOPMAIMOHHBIX TEXHOJIOTUSIX H O 3aIlUTe
aabopMmarun», «O NepcoOHaTbHBIX [OaHHBIXY, «CrenuanbHble TpeOOBaHUMS M PEKOMEHIALMH II0
[EXHUYECKOH 3aIuTe KOoHGuIAeHUHanpHOH uHpopMmanuu» (nanee — CTP-K), yTBepkIeHHBIE IPUKa3OM
DCTOK Poccum ot 30.08.2002 Ne 282, mpyrume HOpMaTHBHEIE aKkTHl Poccuiickoli ®enepaiuu,
JIpeeNsioNye IpaBa W OTBETCTBEHHOCTh TpakaaH, OpraHu3alldd U TocynapcTBa B chepe 3alluTel
ard@opmanuu orpanuueHHoro nocryna ([locranosnenus 781, 687).

2.8. PabotsI o 3amumre uHGOopManuy Ha 00beKTaX HHGOPMATU3ALUH SBJIIFOTCS COCTAaBHOH YacCThIO
1esTenbHOCTH OpraHu3allii M OCYIIECTBIISIOTCS BO B3aUMOCBSI3H C paboTaMH IO APYTMM HaIlpaBICHUSAM
oOecrievenust Oe3omacHOCTH. IIpoBeneHHE MEpONPHITUH, CBA3aHHBIX C BO3MOXXHOW yTeUKOH (WMin
DacKpbITHEM) CBEICHUH KOH(DUISCHIMATBHOTO XapakTepa, NpH OOCYXIeHHH, Iepenade, oOpaboTke Hu
XpaHeHUU KOH(QUICHIMATbHOM HMHpOpManuu Ha 00beKTax MHPOpPMATH3ALUH JOMYCKACTCS TOJBKO IOCIe
DIIPEJIE/ICHNs] U IPUHATHS HEOOXOAUMBIX MEp IO UX 3alUTe B COOTBETCTBHH C TPEOOBAHUSAMH HACTOSILIETO
[Tos0xeHus ¥ IPYTUX HOPMATUBHBIX METOIMYECKHX JOKYMEHTOB I10 3aIIUTe HH(HOPMAITHH.

2.9. OTBETCTBEHHOCTH 3a OPraHU3ALHUIO ¥ COCTOSHHE 3aIUTH KOHPHISCHIHATBHOH HHPOpMalny Ha
00BekTax HH(QOPMATH3AIMU BO3JIAraeTcs Ha reHepalibHOTo AupekTopa OpraHu3alyy.

2.10. HenocpencTBeHHOE PYKOBOJACTBO paboTaMH IO 3aluTe KOH(DHUICHUIHATBHOH HHGpOpMAIn
OCYILIECTBJIAET 3aMECTUTEINb AupeKkTopa OpraHu3aluy, KypUpyOLUIHHA BOIPOCH] 3alUThl HH(QOPMAILHH.

2.11. IlpoBenieHye eAMHON MOJUTHKH W METOAWYECKOE PYKOBOJCTBO IIPH HMPOBEICHUH PaboT Mo
samuTe HHQOPMALMHM, a TaKKe KOHTPOJNb 32 3()(EKTHBHOCTBIO IIPELyCMOTPEHHBIX MEp 3allUThI
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spopman  Ha  OOBeKkTax  HH(popmaTHsauuu OpraHu3aliH BO3JI0KEHO Ha

2.12. OTBETCTBEHHOCTD 33 PEATH3ALMI0 MEPONPHATHN IO 3alluTe MHQOPMALMM BO3NIAracTes Ha
/KOBOIUTeNeH ToxpasneeHnii OpraHu3aluy, B KOTOPBIX OCYIIECTBIAETCS paboTa ¢ KOH(DUIEHIHAIBHON
adhopmanuei. -

2.13. JIo/DKHOCTHBIE JIMIIA, OpraHH3yloIHe paboTy ¢ KOHQHIEHIHATPHOH HHpOpMalued Ha
SbexTax MHGOpPMATH3ALMH, HECYT IIEPCOHANPHYIO OTBETCTBEHHOCTH 32 cobmoneHre TpeboBaHuit
actosiero [lonoxeHus.

2.14. O6bextamu uHbopMaTH3anui OpraHu3alyy, Ha KOTOPBIX HEOOXOHMO MIPOBEACHHE paboTt 1o
sXHUYECKO# 3ammTe HH(POPMAIIHH, ABISIOTCS: aBTOMATH3MPOBAHHBIE CHCTEMBI (Janee — AC), 10KanbHbBIE
bIUMCITHTENbHBIE CETH, CPeNCTBA M CHUCTEMBI CBS3H M Iepenadd HHGOpMAIHH, HCIOIb3yeMble i
BpaboTKH, XpaHEHHs H Tepefaud KOH(HACHIHATbHOH uHpOpMaIMK, a TaKKe I[OMEIICHHU,
pe/IHA3HAYCHHbIE U IPOBEICHHUS KOHGUACHINATBHBIX MEPOIPUATHH — 3alMINaeMbIe TOMEIICHHS.

2.15. CpenctBa 3ammuThl  MHGOpMAlUWH, HCIOIB3YEMBIE Ha o0bekTax HHGOPMATH3ALUH
)praHM3alliy, B yCTAHOBIEHHOM TOPAKE IPOXOAT INPOLEAYPY OUCHKA COOTBETCTBHA.

2.16. Ha o6bextax HHGMOPMATH3AIMH, NpEeIHA3HAYCHHBIX I 00pabOTKH KOH(UACHLIHAIEHON
adopManyy, HeOOXOAMMO MPOBENEHHE paboT MO TEXHHYECKOH 3alluTe nHopmanuu (matee — T3U) B
OOTBETCTBHH HOPMAaTHBHBIMU MeTommdeckumu JokymenTamun @CTOK Pocen.

) 2.17. JIoMKHOCTHbIE JIIlA, NpPHHSBIIME pelleHHe 00 OTHeCeHMH HHQOpMAUMM K paspsdy
©OH(HICHIHATEHOMN, HECYT IEPCOHATBHYIO OTBETCTBEHHOCTD 38 000CHOBAHHOCTE NPHHATOrO PEMICHHA 1 32
06IIOIeHHe OTpaHHYEHHH, IPEIyCMOTPEHHBIX HACTOSIMM [10/103KeHHEM.

2.18. 3a pasrnamenne KoHGUACHIHATLHOM HHQOPMALHY, @ TAKXKE 33 HAPYIICHHE YCTaHOBICHHOTO
lopsiika obpamieHuss ¢ Hell Ha 00bekTax HHGOpMATH3ALMH, pabotHuki OpraHu3anuu MOTryT OBITh
[DHBJIEYEHBI K OTBETCTBEHHOCTH, TIPEIyCMOTPEHHOH 3aKOHOAATENBCTBOM Poccuiickoit Denepari.

3. Ilopadok onpedeneHua 3au{uuiaemoli uHgopmayuu

3.1. OTHeceHHe CBeleHMI K KOHQHIECHIHATbHOM MHQOpMAIWK OCYLIECTBIIAETCA Ha OCHOBAHHH
(Ilepeuns ceenenuit KouGuIeHuHanpHOro Xapakrepa ['BJI0Y Ne120».

3.2.Ha ocHosammu mnyHkTa 4 cratem 8 OenmepanpHoro 3akona «00 HHpOpMaLHH,
1HhOPMALMOHHEIX TEXHOIOTHSAX H O 3alluTe HHGOpManum» 0T 27 HIONA 2006 roma Ne 149-O3 He MOKET
JEITH OrPaHMYEH JOCTYII K CleayroLel HHpopMaluu:

e HOPMATHBHBIM TIPABOBBIM aKTaM, 3aTPArMBAIONINM TpaBa, CBOOOB! i 00A3aHHOCTH UENOBEKA H
pakIaHWHA, a TaKKe YCTAHABIMBAIOIIMM IIPABOBOE IOJIOKEHUC OpraHu3aluil ¥ IOJTHOMOYHS
"0CYIapCTBEHHBIX OPTaHOB, OPraHOB MECTHOIO CaMOYIIPABICHHS,

3 e HH(MOPMAIMH O COCTOSIHMU OKPY KaOIIEH CPebl;

e uH(GOPMAINH, HAKAIIMBAEMON B OTKPBITHIX (hoHTax OGMONHOTEK, My3e€B M apXUBOB, a TAKXKe B
"OCYIapCTBEHHBIX, MYHHMIMIAIBHBIX W HHBIX HHGOPMAIMOHHBIX ~ CACTEMAaX, CO3JAHHBIX — HIH
IpeIHA3HAYEHHBIX T o0ecriedeHns rpa/aH (U3NIECKUX JIUL) U OpTraHH3aluH TaKOH uHpOpMaNEH;

‘e yHONH HHDOPMAIMH, HEIOMyCTUMOCTh OIPAaHWYEHHs JOCTyna K KOTOPOH —YCTaHOBJICHA
benepalbHBIMU 3aKOHAMHU.

3.3. Ha ocHosanuu cTatsu 5 ®eepanpHoro 3akona «O KoMMmepdeckoil Tafte» ot 29 urons 2004
rona N 98-®3 pexuM KOMMep4ecKoif TalHBI He MOXET OBITh YCTaHOBJICH B OTHOLICHHH CJICHYIOIIMX
*BE/ICHUMH:

e CONEpKAIMXCS B  YYPEAUTEIbHBIX [OKYMEHTaX IOPHAMYECKOro  JHMIa, [NOKYyMEHTaX,
T0ATBEPKIAONIMX (aKT BHECEHHUS 3alUCel O IOPHINIECKUX JIHLAX;

e CONEPKAIIMXCS B NOKYMEHTAaX, JAIOMIMX [PAaBO HA OCYIIECTBIEHHE NPEANPHHHMATETBCKOH
IeSTETBHOCTH;

e 0 3arps3HEHHMH OKpY’KalOIlei Cpebl, COCTOSHHU IPOTHBOMOXAPHON 0e30macHOCTH U IPYTHX
bakTopaX, OKa3bIBAIOLIMX HETATHBHOE BO3IelCTBHE Ha obecmeueHye Oe30MacHOro (bYHKLHOHUPOBAHHS
IPOM3BOICTBEHHBIX OOBEKTOB, 6E30M1aCHOCTH KaXKIOTO IpakIaHiHa U Oe30IMaCHOCTH HACETICHNS B LETIOM;

e 0 YHCIEHHOCTH, O COCTaBe paGOTHHKOB, O CHCTEME OILIATHl TPyHa, 00 yCIOBHAX TpyZa, B TOM
sucie o0 OXpaHe TpyHa, O IOKA3aTelsX MPOU3BOACTBEHHOTO TpPAaBMaThH3Ma M MPOGhECCHOHATBHOHN
326071€BaEMOCTH, ¥ O HAJIMYHH CBOOOIHBIX pPabOUUX MECT;
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® 0 3aN0/DKEHHOCTH paboTomareself IO BBILIATE 3apabOTHOM  MIaTel ¥ [0  HHBIM
)IHATEHBIM BBIILIATAM;

e 0 HapyLIeHHAX 3aKoHomaTenscTBa Poccuiickoit @emepauun u  (QakTax NPUBICYEHUS K
IBETCTBEHHOCTH 3a COBEpIICHHE 3THX HapyLIeHHII;

e 0 IepeyHe JIHIl, UMEIOIINX PaBO IeHCTBOBAaTH 0€3 NOBEPEHHOCTH OT HMEHH IOPUAUYECKOrO
d1a.

4. Ilopaook npueneyenus noopasoeneruii Op2anuzayuu U CReYUAIU3UPOBAHHBIX CHIOPOHHUX
Op2aHu3auuIl K paspabomke u 3IKCRAYAmMayuu 006eKmoe UH@GOPpMaAMU3AYUN U CUCMEM 3AU{UMbI
uHgopmayuu

4.1. TlpoBeneHWe €NWHON TMONMTHKM [0 3alIMTe KOHQHACHIMAIBbHOH HMH(OpMALWH,
HpKyTUpyIomel Ha o0vekTax HHbopMaTuianuu OpraHu3aluy, a TaKKe OCYIISCTBICHHE KOHTPOJLA
DOEKTUBHOCTH MPUHUMAEMBIX Mep o & 3aIIuTe OCYIIECTBISAET

Ha BO3JI0)KEHBI CIIEYIOIINE OCHOBHBIE 3a1a4H:

— pa3paboTKa W OCYILIECTBICHHE B IIpefeiaX CBOeH KOMIIETEHUMH MEPOIpPUATHH IO 3allnuTe
HbopManuK orpaHUYeHHOro fnoctyna B O0uecTse;

' — [pPOBEICHHE MEPUOJHYECKOrO KOHTPOAsS O(P(PEKTUBHOCTH MEDONPUATHH [0  3aLIUTE
mdopmanuu Ha 00bekTax HHpopmaTuzanuu OpraHu3aluu;

—  OKa3aHHe METOIMUYECKOM MOMOIIU CTPYKTYpPHBIM NozapaszaeneHusM OpraHusaluu 0 BOIpocam
21U Thl HHQOpPMAITHH.

[Ipu mposenenuu paboT mo 3amure HHbOpMaimu Ha 06bekTax HHbopMmaruzanuu OpraHu3aluy
B3aUMOJCHCTBYET CO CTPYKTYpPHBIMH IOZApa3AeICHUIMH
JpraHu3aiuy, a Takke ¢ reppuropuansHeMu opranamu @CTOK Poceun u @Cb Pocenn.

42. Jlna mpoBemeHuss pabOT IO TEXHUYECKOW 3aImuTe KOHGUICHIMATbHOM HHGOpMALUH Ha
yopektax uHGopMatuzanuu OpraHu3allii MOTYT IIPHBJIEKATBCS CHEHHAJIU3UPOBAaHHBIE OpPraHU3alNH,
nverornye muueH3ud OCTOK Pocenn Ha COOTBETCTBYIOIIMH BU AEATEIBHOCTH.

[Tepeuens paboT, ISt KOTOPBIX HEOOXOAUMO MPHBICYEHUE YKA3aHHBIX OpraHM3alui-THIEH3HATOB
DCTOK Poccum, ompenensiercss 3aMeCTUTENIEM OHUPEKTOpa, COIVIACOBBIBAECTCS C  DPYKOBOIUTEISMHU
10Ipa3feNieHui, B UYBHMX HMHTepecax mpoBomsaTcs paborel mo T3W. VYkasaHHBIM nepedeHb paboT 10
JAKTEFOYEHHUS IOTOBOPA J0JKEH OBITh YTBEPXKAEH AUpeKTOpoM OpraHu3aiui.

43.C Uempl0 CBOEGBPEMEHHOTO BBIIBICHHS W IPENOTBPALICHUS YTEUKH HHOOpMALHUH 10
'eXHHYECKMM KaHajlaM, HCK/IIOUEHHs HECaHKIMOHHPOBAHHOIO MOOCTyna K HEH M IPeNOTBpalleHHUs
TISIHATBHBIX [IPOrPAMMHO-TEXHHYECKUX BO3IEHCTBHI, BBI3BIBAIOINNX HapyIIEHHE KOH(DHUICHIHAIBHOCTH,
1€7I0CTHOCTH U (WJIM) JOCTYNHOCTH HH(OPMAIUH, JOKEH IPOBOJUTHCS NEPHOIUUYECKHUH (HE pexe OHOro
’a3a B rOJ1) KOHTPOJIb COCTOSIHUS 3aIUTHI KOHGHISHIHAIBHOM HHPOpMalMK Ha 00beKTaX HHQOpMAaTH3aLUuH
Opraru3anyiy. KOHTPOTb OCYIIECTBIsSETCS CHENHATNCTAaMH YIPaBICHHUS 3alUThl HHQOpMALUH 110
I0DYHUCHHIO 3aMECTUTEIS JUPEKTOpa U 3aK/II0YaeTCs B OLICHKE:

‘e cobmoneHus TpeGoBaHMI HOPMATHBHO-METOIUYECKHX TOKYMEHTOB II0 3allluTe HHMOPMALHH, a

TaK)K€ 3KCITyaTallMOHHON TOKYMEHTAllUH;
e paboTocnocoGHOCTH U 3G PEKTHBHOCTH MIPUMEHSEMBIX CPEICTB 3aIIUTEI HHYOpMAaLUH;
e 3HAHWUH U BBHIIOJHEHUs IEPCOHATIOM CBOMX (QYHKIHOHATBHBIX 00s3aHHOCTeH B o0nactu T3U.

5. Ilopaook é3aumooeiicmeua noopazoeneruii Opzanuzayuu npu npoéedeHuu pabom no
paspabomie u 3KCRAYamayuu 00veKmoe UHGOpMamu3ayuu U cpeocms 3auiumsl UHpopmayuu
5.1. PaszpaboTka u BHenpeHue cucTeMbl 3amuThl HHGopmanuu (mantee — C3M) Ha oObekTe

EEGOpPMaTH3alUl JODKHBl IPOBOAUTBCS BO B3aWMOJCWCTBHH OpraHuszauuu - paspaborunka C3U c
HaganbHUKOM YIpaBIeHUs 3ammrTel uHpopmanuu. CHENWaTuCThl YIPaBICHHS 3allUThl HHPOpMALUH
BODKHBI y4acTBOBaThb B pa3paboTKe KOHKpeTHhIX TpeboBanui mo T3, o00CHOBaHMHM HEOOXOIUMOCTH
cosnanus C3M, cornacoBaHMM TEXHUYECKHUX M IPOTPaMMHBIX CPEICTB 3alIUTHI HH(OPMAIUH, OpraHU3aluy
padoT MO BBIBJIEHHIO BO3MOXHBIX KaHAJIOB YTeUKH HHGOPMALMM WM BO3ACHCTBHI Ha Hee H
OPEIyNPEXIEHHUIO YTEUKH U HapyLIeHHs LEJOCTHOCTH 3alluinaeMoi nHQopMaIuy, a Takke B aTTeCTalluH
DOBEKTOB HH(OpPMATH3ALIUH.
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5.2. IlpoexTsr OpraHHU3allIOHHO- PaclOpPSAUTEIbHON JIOKyMEHTAllUH, pa3padoTaHHBIE
| 00BeKT MHpOpPMaTH3aLUH, IODKHBI OBITh COTVIACOBAHBI C HAYaIbHUKOM YIIPaBICHHS 3allUThI
sDOpMallUH.

5.3. Ilonpasnenenuem OpraHu3aliy, B HHTEpecax KOTOPOro co31aeTcsi 00beKT HH(OpMaTU3aluy,
) B3aHMMOJEHCTBHM C COTPYAHHMKAMH YIIPABICHUS 3aIOUTHl HHGOpPMALMK OCYILIECTBISIETCS OIBITHAS
[CITyaTalys U IpHeMo-caaTouHble ucnsitanus C3U.

5.4.B cinyuyae BBIIBICHUS HapyLIEHHH NPEIyCMOTPEHHBIX Mep 3allUThl WHPOpPMAIHUH B XOze
fcrnayatanuu o0bpekTa HH(DOpMaTH3AIUuH JIOJKEH COOOIIHTH O
#X 3aMECTHTENIO NUPEKTOpa, pa3paboTaTb MEPOIMpPHSITHS MO X YCTPAaHEHHUIO U IIPOKOHTPOIMPOBATH HX
SITIOTHEHMUE.

6. ITopadok pazpabomku, 6600a 6 Oelicmeue U IKCHAYAMAYUIO 00beKn06 UHpopMamuzayuu

6.1. 3ammra uHbOpMaLUH Ha 00BEKTe HH)OPMATH3AIMH JOCTHIAETCs BBITOJIHEHHEM KOMILTEKCa
Prasu3alioOHHbIX MEPONPUATHH M IPUMEHEHHEM CpEACTB 3alUThl HHQOpPMALUU OT YTEUKU II0
EXHHYECKMM KaHajlaM, HECaHKIMOHHPOBAHHOIO OOCTyNa K HEeH, MpOorpaMMHO-TEXHUYECKUX BO3IAEUCTBUMN
2 3alMIIaeMyr0 HHQOPMALHUIO C LEJbI0 HapyIISHHs €€ IEeTOCTHOCTH (MOOM(UKAIMM, YHUYTOKEHHUS) H
OCTYIIHOCTH B IIpolecce oOpaboTKH, Ieperadyd W XpaHEHHsS HHPOpMaIMH, a Takxke OOeCcIedeHUs
“‘360Tocnoco6Hocm TEXHUYECKHUX CPEICTB.

6.2. B cootBercTBum ¢ paszmenom 3 CTP-K cospanme C3U Ha o6bekTax MHGOpPMATH3AUNHHE IOKHO
CVIIECTBIATHCS 10 CIEAYIOLINM CTaIUSIM:

®  NPEONPOeKMmHAs CIMAous;

®  Ccmaous npoeKmuUpPOBAHUSL,

® cmaodus 6600a 6 Oelicmsue.

6.3. Ha npeonpoexmmnoti cmaduu TpOBOOWTCS O0OCiemOBaHHEe O0BeKTa HH(MOPMATHU3ALUH,
23paboTKa aHATMTHYECKOro obocHOBaHMs HeoOxomumocTdu co3manus C3U u TeXHHYecKoro (4acTHOro
EXHHYECKOr0) 3aJaHUs Ha €€ CO3JaHHe.

6.3.1. B nmporecce obceqoBaHus:

- YCTaHABIIMBAETCA HEOOXOMUMOCTh 00paboTku (00CYKIeHNUS) KOHDHUACHIHAIBHON HHQOpMalHy Ha
JaHHOM 00BeKTe HHPOPMATH3ALIUY;

- OIpeneNsercs IepeueHb CBeAeHHH KOHGHICHIIMATBHOTO XapaKTepa, MOIEKAIIHX 3alIIUTe;

- OmpenensArTcs (YTOYHSIOTCS) Yrpo3bl 0e30macHOCTH HHGOpPMAalUH H MOIETb BEPOSTHOTO
HApYIIUTENS TMPHMEHHUTEIBHO K KOHKDETHBIM YCIOBUSIM (QYHKIHMOHHPOBAHUS 00BEKTa;

- OIpENeNSIOTCs YCIOBHS PAacIoIOKEHH 00BEKTOB HHPOPMATU3ALUH OTHOCHTEIBHO TpaHul] K3;

' - ONpENEeNsroTCs KOHQUIypalus U TOIOJIOTHS aBTOMAaTH3HpOBaHHBIX chucTeM (manee AC) u cucrem
CBSI3H B LIEJIOM U HX OTJEJIbHBIX KOMIIOHEHTOB, (GHU3NYECKUE, QYHKIIHOHAIBHBIC U TEXHOJIOTHYECKUE
CBSI3U KaK BHYTPH 3THX CUCTEM, TaK H C IPYTHMHU CUCTEMaMH Pa3IHYHOTO YPOBHS M Ha3HAYEHHUS;

- ONpEeNSIOTCS TEXHWYECKHE CPENCTBA M CHCTEMBI, IPENNONaraeMsleé K HCIOTB30BAHUIO B
paspabaTtbiBaeMoii AC M cHcTeMax CBS3H, YCJIOBHS HX PACHOJIOKEHHS, OOIIECHCTEMHBIE H
IIPUKJIaTHBIE TPOrPaMMHEIE CPEICTBA, UMEIOIINECS Ha PBIHKE U IIpeiaraeMele K pa3paboTke;

- OIPENENAIOTCS peKUMBI 00padoTku HHpopmanuu B AC B LIEJIOM U B OTAEIBHBIX KOMIIOHEHTAX;

- mpoBoauTcs Kiaccubukauus AC ¢ Lenpl0  ompeneeHHs HEOOXONMMOIo JUld Hee Kiacca
3aIUIIEHHOCTH;

-  OmpefessieTcsl CTENEHb ydacTHs IepcoHana B obpaboTke (0OCYKIeHWH, Tepenaye, XpaHEHHH)
HH(DOpMaIKK, XapaKTep UX B3aHMOICHCTBUSI MEXIy cO0O0M 1 ¢o ciykG0oii 6e30macHoCTH;

—  OIPEICNSAIOTCS MEPOIPHATHA II0 O00eCIeYeHHIO KOH(DUICHIMATHHOCTH HH(OpMAalUH Ha 3Tale
IIPOEKTHPOBAHHS 00BEKTa HHPOPMATHIAINH.

6.3.2. Ilo pe3ynpTaTtam HPEANPOEKTHOr0 OOCIENOBaHHUS OOBEKTA HH(POPMATH3ALMH JOKHBI OBITH
223pa00TaHbI;

- aHATTUTHYECKOe 00oCHOBaHMEe HeoOxomumoct co3manuss C3U (TpeGoBaHHS K CONEPIKAHHUIO
2oxvMeHTa npuBeneHsl B 1. 3.12 CTP-K);

- TEXHHYeCKOe 3ananue Ha paspabotky C3U (TpeboBaHUS K CONEPKAHUIO TOKYMEHTa IIPHBEIEHEI B
2 3.13 CTP-K).
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VKaszaHHBlE JOKYMEHTBl JODKHBI  OBITH MOANKCAHBI OpraHu3alued — pa3paboTuvkoM (B
mv=ae NpHUBJICYEHUS CTOPOHHEH OpraHM3alliy), COIJIaCOBAHBI C 3aMECTHTENIEM AUPEKTOPA, H YTBEPIKICHBI
EpexTopoM OpraHu3zaiyi.

6.3.3.1lpu mposenmenwu kiaccupukamuu AC  ucmonedyercs  PyKoBomsmmit — TOKYMEHT
ABTOMAaTH3MPOBAaHHBIE CHCTEMEL 3allMTa OT HECAHKIMOHHPOBAHHOTO JOCTyma K HH(pOpMAUKK.
[zaccuuKalMsa aBTOMATH3UPOBAHHBIX CHCTEM ¥ TpeOoBaHUS 110 3amuTe HHPopmanun», (I'ocTeXKoMUCCHs
occun, 1992).

Jlns npoBenenust kiaccudukanun AC npukasoM aupexTopa Opranu3aly Ha3Ha4yaeTCs KOMHCCHS, B
©CTaB KOTOPOM JOJIKHBI BXOIUTE COTPYIHHKH YIIPaBICHHS 3allUThl HHGOPMAIUH.

VcXOQHBIMY JaHHBIMHU IUTS IPOBEICHHUS KIIaCCU(PUKALUHU SIBIIIOTCS:

— epevyeHb  3alMINAaeMbIX — HHpOpMamMOHHBIX  pecypcoB  AC M HX  YpPOBEHb
0E0UICHINATBHOCTY;

— IIepeuYeHb JHIl, HMEIOIMMX MOCTYN K ITaTHeIM cpeacTBaM AC, ¢ yKa3aHHEM HX YPOBHS
FOTHOMOYHH;

— MaTpuia IOCTyIa WIH NOJHOMOYHH CyOBEKTOB AOCTyNa II0 OTHOIICHHIO K 3alUINAaeMBIM
f=dopManuoHHBIM pecypcaM AC;

—  pexum 06paboTku naHHEIX B AC (KOJUTEKTUBHBIN MM HHANBUIYATIbHEIN).

PesynpTar kiaccubuKanuu ohOpMIISETCS aKTOM, KOTOPBIH IOANMMCHIBAECTCS YICHAMH KOMUCCHH H
\tsepxmaercs aupekropoM Opranusanuu. [lepecMoTp kiacca 3amumeHHOCTH AC TpOM3BOAMTCS B
»023aTeIbHOM TOPSAKE, €CIH IPOM30LLIO H3MEHEHHE XOTS OBl OZHOTO M3 KPHTEPHUEB, HA OCHOBAaHHU
EOTOPBIX OH OBLT yCTAHOBJIEH.

6.3.4. Knaccuukanus uHQOPMALMOHHBIX CHUCTEM MEPCOHANBHBIX JaHHBIX  (mamee HCIIIH)
EDOBOIMTCA B COOTBETCTBHH C «IlopsakoM mpoBeneHHs KiaccHbHKAIHKM HHPOPMALMOHHBIX CHCTEM
BEPCOHATBHBIX TaHHBIXY, yTBepkaeHHsM mnpukazoM O®CTOK Poccun, ®CB Poccuu, MunnHpOpMCBA3H
Poccun ot 13 ¢espans 2008 roga N 55/86/20. Ilpu nposenenuu kiaaccuduxanuu VCIIIH ncnons3yercs
pa3paboTaHHas U1 9TOH CHCTEMBI YaCTHas MOJEIb YIpo3 6€30I1aCHOCTH IEPCOHATBHBIM JaHHBIM.

[Topsimok co3maHust KoMuccnu U odopmienus akra krnaccuduxanuu VICIT/IH aHanoruveH IIyHKTY
1.

6.4. Ha cmaouu npoexmuposanuss C3W1 oObekTa HHPOpMATH3alM¥ Ha OCHOBE IPENBABIAEMBIX
rpefoBannit W 3amaHHbiX Opradusauuedf (Kak 3akasyukoM paboT) OrpaHHYeHHH Ha (DHHAHCOBBIE,
MaTepuanbHble, TPYIOBBIE H BPEMEHHBIE PECYPChl pa3paboTUUKOM OCYIIECTBIISAIOTC:

e paspaboTka pasjiena TeXHHYECKOro MpoeKTa Ha OO0BEeKT MHGOPMATH3allMH B YAaCTH 3aIlUTEI

w

HH(OpMaIHH;
e pa3paboTKa OpraHU3alMOHHO-TEXHUYECKUX MEpONpUSTHH @O 3ammuTe HHOOpPMaUMu B
% COOTBETCTBUH C IIPEIbSIBISIEMBIMH TPeOOBaHUAMH;

® 3aKymKa TIIpH HEOOXOOMUMOCTH CepTH(QUIUPOBAHHBIX TEXHHYECKUX, MPOTPAMMHBIX H
IPOrPaMMHO-TEXHHUECKUX CPEICTB 3alIUTEI HHPOPMALHH U HX YCTaHOBKA, ’

e pa3paboTKa 3KCILTyaTallMOHHOW JOKyMEHTalWH Ha OOBEKT HHGOPMATH3ALMH H CPEeICTBa

" 3aIIUTHI HHPOPMAIIHH;

®  peanH3alys pa3pellHTeIbHON CHCTEMBI JOCTyIa IIepcoHata Kk oopabaTeiBaeMoi (00CyKaaeMoii)
Ha 00BbeKTe HHpOpMaTH3aLUK HHPOPMALIUY;

¢ BHINOJHEHHE HHCTAULALHUM IaKeTa NPUKIaJHBIX IPOrpaMM B KOMIUIEKCE C IPOTrPaMMHBEIMH
CPEeICTBaMH 3alLUThl HHPOPMAIIHH.

6.4.1. Ilpu npoextupoBanuu C3U Opranuzanus 10/KHA:

e ofecnmeynTh OXpaHy H (HU3MYECKYI0 3allUTy NOMEINCHHH 00bekTa HHPOPMATH3aLHUH,
uckmouaromux HCJ[ x TexHuueckuM cpeacTBaM O0OpabOTKH, XpaHEHHs M IIE€penayu
HHQOpMALMK, HX XHIICHHE M HapylleHHe pabOTOCIOCOOHOCTH, XHIIEHHE HOCHTEIEH
UHpOpMaIuy;

e pa3paboTaTe M YTBEPAUTH OPraHU3AIMOHHO-PACTIOPSOUTEIBHYIO IOKYMEHTALMIO II0 3aIlUTE
nH(GOopMaIuy (IIPUKa3bl, HHCTPYKIIHH);

® ONpENEeTHTh MOAPA3JENCHHUS U JIMI, OTBETCTBEHHBIX 3@ OKCIUIyaTallHIO CPEIACTB 3allUThI
HHbOopManuy, o0ydyeHHe Ha3HAUeHHBIX JUIl crenuduke paboT mo 3amurTe HHGOpPMAlMH Ha
CTaJIuH 3KCIUTyaTallud 00beKTa HHPOPMaTU3ALHH.



9

6.4.2. TIpu HEOOXOIUMOCTH, MOTYT OBITH IPOBENEHE! pabOThI IO MOHCKY 3JICKTPOHHBIX YCTPOMCTB
vz mebOpMAIHK (3aKIaI0YHBIX YCTPONCTE), BO3MOKHO BHEIPEHHBIX HA OOBEKTaX nHGOPMaTH3ALMH.
2= 21X paboT IPUBJIEKAIOTCS OPraHU3aluy, HMEIOIIHe COOTBETCTBYIOIINE JIHICHI NN ®Cb Poccuu.

6.4.3. Ha craguu mpoextuposanus u cozmaxus C3U ob6pexra MHQOpMATH3ANMU TAKKE NOJIKHEI
&= odopmiieHs! TeXHHYECKHH NPOEKT U OKCIUTyaTallMOHHAs MOKyMCHTalHA C3U, obopMIEHHEIE B
wrsercTBuM ¢ TpeboBanusmH 1. 3.18 CTP-K.

6.5. Ha cmaduu seoda 6 deiicmeue C3U oObexTa HHOPMATH3AUNH JOIKHEI OBITh 0QOPMICHEL:

e aKTHl BHEJPEHHs CpPEICTB 3allUTHl MHQOpMAaLWM IO pe3ylabTaTaM HX TIPHEMO-CAATOTHBIX

HCIIBITAHUH;

® [IPOTOKOJIBI ATTECTALlMOHHBIX HCIBITAHHH ¥ 3aK/IFOYECHHE 10 HX Pe3yIbTaTaM;

e  ATTECTAT COOTBETCTBHS O6BEKTA HHPOPMATH3AIHNH TPeGOBAHUSIM G€30TIaCHOCTH HHQOPMALHUH.

6.6. DxcrutyaTaiys 00bekTa HH(QOPMATH3alMK OCYIIECTBIIACTCA B COOTBETCTBHU C YTBEPKIACHHON
S 25E3ANHOHHO-PACTIOPSANTEILHON | KCILTyaTallHOHHOH TOKyMEHTallHeH.

-

7. OmeemcmeeHHOCHb Q0NHCHOCHIHBIX TUY 30 C60e6PEMEHHOCHb U KAYeCmB0 POPMUPOSAHUA
mpebosaruli no 3auiume UHHOPMAYUN, 30 KA4ECME0 U HAYHHO-MEXHUHECKUIL yDO6EH, paspabomku
(6877

7.1. Tlpu nposenenuu paGoT ¢ uHGOpManuel KOHQUICHIMATEHOTO XapakTepa NO/DKHOCTHBIC JHia

~aEE3aUY HECYT OTBETCTBEHHOCTD 32 Ka4eCTBO Pa3palOTKH M pearH3aliy TpeOOBaHui 1Mo T3U.

- pyxosoOumenu noOpa3OeneHuil OTBEUAOT 3a BBIIOJHEHME KOMILICKCA OpraHM3alliOHHO-
SxsEueCKUX MEpONpHSTHH IpH OCYIIECTBICHHH o0pabOTKH KOH(HMACHIMATPHON HHQOPMAlUH Ha
S DSIUICHHBIX 00BeKTaxX HHOOPMAaTH3alUY;

- compyonuku Opzanusayuy OTBEYAIOT 3a BHIMOJHEHHE HAa CBOMX pabOdMX MeCTaX TpeOOBaHUH
praEu3alOHHO-PACTIOPAIUTEBHBIX IOKYMEHTOB (NPHKA30B, PACIOPSKEHUH, yKasaHHH, WHCTPYKIUH)
prasmsanuy [0 NOPsAKY obpamenus (06paboTky) ¢ KOH(UAEHIHMaNbHON HH(OPMAIHEH B Mpolecce
gcovaranuy 00BEKTOB HHPOPMATU3aIUY ¥ CPEICTB 3alIUThl HH(QOPMAIIHH.

7.2. Hapymesnue TpeGoBaHuN HacTOAIEro IIoNoXeHHs BIeYeT 3a COOOH MHCHUILTHHApHYIO,
PEEI2HCKO-TIPAaBOBYIO, AIMHHHCTPATHBHYIO WM YrOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHHM C
Eso=o0m1aTenbCTBOM Poccutickoit Denepariuy.



